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CYBERSECURITY MATURITY MODEL

CERTIFICATION (CMMC) COMPLIANCE

Get ready for CMMC with our effective
compliance consulting and remediation services.
Reduce your level of efforts & risks. Start your
journey with WCG today to maintain and win DoD
contracts!

€ Whatis CMMC?

The Cybersecurity Maturity Model Certification (CMMC) is
the Department of Defense’s (DoD) latest verification mechanism
designed to ensure that cybersecurity controls and processes
adequately protect Controlled Unclassified Information (CUI) that
resides on Defense Industrial Base (DIB) systems and networks.

The CMMC establishes five certification levels that reflect the
maturity and reliability of an organization’s cybersecurity
infrastructure to safequard sensitive government information on
contractors’ information systems. This framework is the vehicle by
which the government will mandate a contractor’s cyber security
maturity level to be verified by an independent third-party audit.

& Are you CMMC compliant?

The CMMC is mandatory for all contractors doing business

with the DoD at any level. All contractors are required to obtain

a CMMC certification. This includes all suppliers at all tiers along
the supply chain, small businesses, commercial item contractors and
foreign suppliers. No organizations are permitted to receive or share
DoD information related to programs & projects without having

completed the CMMC Compliance.

v CMMC TIMELINE

»  October 2019:
CMMC implemented requirements released

» January 2020:
Version 1.0 finalization;
compliance checklist released.

» June 2020:
DOD Signed Memorandum of Understanding
with CMMC Accreditation Board.

» September 2020:
Interim version was published.

» October 2020:
CMMC will begin appearing in Requests for
information (RFls).

» Early 2021:
CMMC will begin appearing in Requests for
proposals (RFPs) in early 2021.

As of October 2020, the CMMC-AB is working through its
initial stand up phase and working to meet the requirements
of the DoD. So, no contractors are currently CMMC
certified. Are you ready to become CMMC-compliant
and win federal business? Connect with WCG to let us help
TODAY!

Contact WCG Today
Wilson Consulting Group, LLC

+1-866-780-1655 | sales@wilsoncgrp.com | wilsoncgrp.com | 800 Maine Avenue SW, Suite 200 Washington DC 20024
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v CMMCMODEL STRUCTURE

PROCESSES

LEVELS Cybersecurity
Maturity Maturity Process Progression

LEVEL 1

LEVEL 3

LEVEL 5

0 processes
Performed ¢  Select practices are documented
where required

Basic Cyber
Hygiene

2 processes
. Each practice is documented,

Documented including Level 1 practices Intermediate

. Apolicy exists that Cyber Hygiene
includes all activities
3 processes
. Each practice is documented, includ-
ing lower levels Good Cyber
Managed A policy exists that cover all activities Hygiene

* Aplan exists, is maintained, and
resourced that includes all activities

4 processes
. Each practice is documented,
including lower levels
* Apolicy exists that covers all activities
Reviewed + Aplan exists that includes all activities Proactive
*  Activities are reviewed and measured
for effectiveness (results of the review
is shared with higher level
management)

5 processes

. Each practice is documented,
including lower levels

« Apolicy exists that covers all activities
A plan exists that includes all activites ~ Advanced/
Activities are reviewed and measured Progressive
for effectiveness

. There is a standardized, documented
approach across all applicable
organizational units

Optimizing

CMMC Practice Progression

17 practices

*  Equivalent to all practices in Federal
Acquisition Regulation (FAR) 48 CFR
52.204-21

72 practices

+  Comply with the FAR

* Includes a select subset of 48 practic-
es from the NIST SP 800-171 r1

* Includes an additional 7 practices to
support intermediate cyber hygiene

130 practices

*  Comply with the FAR

+  Encompasses all practices from NIST
SP 800-171 1

* Includes an additional 20 practices to
support good cyber hygiene

156 practices

*  Comply with the FAR

+  Encompasses all practices from NIST
SP 800-171 r1

* Includes a select subset of 11
practices from Draft NIST SP 800-
171B

* Includes an additional 15 practices to
demonstrate a proactive cybersecurity
program

171 practices

*  Comply with the FAR

»  Encompasses all practices from NIST
SP 800-171 1

* Includes a select subset of 4 practices
from Draft NIST SP 800-171B

* Includes an additional 11 practices to
demonstrate an advanced
cybersecurity program

Contact WCG Today
Wilson Consulting Group, LLC
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“With over 70% of DoD data living in contractor networks,
the US Government recognizes that the previous self-
certification is no longer sufficient to protect the US DoD
information systems. Prior to the CMMC mandate, all
vendors would self-certify on their compliance status to
DFARS 252.204-7012.”

Katie Arrington, Chief Information Security Officer for the
Assistant Secretary of Defense Acquisition

Don’t know where your organization stands?

Don't worry! Let WCG provide you with Consulting and
Remediation services to ensure you are compliant with

CMMC.

% WCG’s Approach

WCG is your reliable partner that understands the compliance
landscape and has the experience of working with federal
third-party vendors. Although the CMMC-AB program

is not yet finalized, we are offering consulting and
remediation services based on the latest draft version of
the certification model to help you get ready for CMMC
Compliance.
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Contact WCG Today

Wilson Consulting Group, LLC

CMMC CONSULTING

WCG provides

a top-down assessment and gap analysis of your
organization’s cybersecurity posture,

identification of the CMMC scope to help your
organization align with CMMC controls, and

a comprehensive readiness assessment report with
concise and clear recommendations

CMMC REMEDIATION

WCG works with our clients to develop a Plan of Action
customized to their organizations to:

address deficient controls
close the gap on compliance, and

reach your desired, targeted CMMC-level and become
compliant.

+1-866-780-1655 | sales@wilsoncgrp.com | wilsoncgrp.com | 800 Maine Avenue SW, Suite 200 Washington DC 20024




